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1. The designated Office is hereby notified of its election made: 

I X| In the demand filed with the International preliminary Examining Authority on: 

13 September 2000 (13.09.00) 



I I in a notice effecting later election filed with the International Bureau on: 



The election | X| was 

I I was not 

made before the expiration of 19 months from the priority date or, where Rule 32 applies, within the time limit under 
Rule 32.2(b). 



The International Bureau of \MPO 
34, chemin des Colombettes 
1211 Geneva 20, Switzerland 



Facsimile No.: (41-22)740.14.35 



Authorized officer: 



Telephone No. 



J. Zahra 
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ENT COOPERATION TREATY 



From the RECEIVING OFFICE 



To: 

Klein, Bart 
ivUMlNKblJKJ:* KPN N.V. 
P.O. Box 95321 
NL-2509 CH Den Haag 
PAYS-BAS 




i . . 

NOTIFICATION OF THE INTERNATIONAL 
APPLICATION NUMBER AND OF THE 
INTERNATIONAL FILING DATE 

(PCT Rule 20.S(c)) 






Date of mailing 
( day jmonthf year) 


1 7. 07. MOD 


Applicant's or agent's file reference 
402566WO 


IMPORTANT NOTIFICATION 


International application No. 
PCT/ EP 00/ 05642 


International filing date (day/ month/year) 
19/06/2000 


Priority date (day /month /year) 
25/06/1999 


Applicant 

KONINKLIJKE KPN N.V. 


Title of the invention 



1. The applicant is hereby notified that the international application has been accorded the international appUcation number and 

the international filing date indicated above. 

2. The applicant is further notified that the record copy of tiie international appUcation was transmitted to tiie International 

Bureau on the above date of mailing. 



□ 



Other: 



The International Bureau monitors the transmittal of tiie record copy by the receiving Office and will notify tiie applicant 
(with Form PCT/IB/301) of its receipt. Should the record copy not have been received by tiie expiration of 14 months from 
the priority date, the International Bureau will notify the applicant (Rule 22.1(c)). 



Name and mailing address of the receiving Office 

~ European Patent Office. P.B. 5818 Patentlaan 2 

NL-2280 HV Rijswijk 

Tel. ( + 31-70) 340-2040, Tx. 31 651 epo nl. 
Fax: ( + 31-70) 340-3016 




Authorized officer 



R.L.R. PFTMFP 



Form PCT/RO/IOS (0792) P20402 



REQUEST 



The undersigned requests that the present 
international application be processed 
according to the Patent Cooperation Treaty 



or receiving Office use only 



Box No. I TITLE OF INVENTION 




in a TTP ser v.r , Protected storage and martagemant 



Box No. II APPLICANT 




koNINKLIJKE KPN N.V, 
Sta.tionsplein 7 
9726 AE GRONINGEN 

I The- Netherlands 



I I "^'s person is also inventor. 



Telephone No. 

-t-31 70 -^-i-i-i^jf^ 



Facsimile No. 

+31 70 3^7^«An 




DE BOER 
Marten 
Egypte 2 

9285 WX BUITENPOST 
The N etherlands 
Slate (that is. country) of naiionality: 

JiL 



This person is: 
f~~) applicant only 

W~\ applicant and inventor 

D '."*«"«<>'• only r4r/A«cAecX.*fli 
IS nmilted. do nolfitt in below.) 



State (ihai is. country) of residence: 

J4L. 



This person IS applicant i — ■ ,„ ^ ~ ' — i N T , 

fiVthe.purpbscsof: ' Q |'42?'Snafed -p- j all designated Slates except r~7 .h, ■■ . w . ■ 

E3 Further applicants and^or (Ue, inventors are .ndica;:^-,-:::;^^-— ^^^J=J.'!l!^^ 

The person identified below is herehv/i.»c k ... " ■ ^uwDEWCE 



IkLEIN, Bart 
KONINKLIJKE KPN N V 
P.O. Box 95321 
2509 CH THE HAGUE 

[The Netherlands 



^^agent Q common representative 



Teleplione No. 
+31 70 337^ft7B 



Facsimile No. 
+31 70 33?^«Zin 



Teleprinter No. 



□^gir^mp-jfgg g^ , I 



See Notes io the request form 



CoDtinuation of Boi No. Ill 



SheelNo. Z. 



r\^ilCt UU / [J 0 O i* 4 



HER APPLICANT(S) AND/OR (FURTHER) lB?ENTORrS>" 



s: (Famiht 



fe^^te^te^fc^^^^ for o le,a, en.Uy. full offic 



officiai 



KLEINHUIS 
Geert 

Mindertfaen 1 

9264 TX EERNWOUDE 

The Netherlands 



State (ihatu, country) of nationality: 
JLI 



This person is: 

I i applicant only 

pn applicant and inventor 

n inventor only (Ifthisckeck-bax 
ismaHxd do not fiHin below.) 



State (ihm is. country) of residence: 



Name and addn^c- /rr^wmiU, r^tt . . ^ 



Sutc (that is, country) of nationality: 



This person is: 

I I applicant only 

[~| applicant and inventor 

f~] inventor only (If this check-box 
IS marked do not fill in below.) 



State (that is. country) of residence 



Stale (that is, country) of nationality: 



This person is applicant 
lor the purposes of: 



all designated 
States 




This person is: 
[ I applicant only 

I I applicant and inventor 

I I inventor only fy£^,jcAec^6ac 
IS marked do notfdl in below.) 

Stole (tluit is. country) of residence: 



Sttle (that is, country) of nationality: 



This person is: 
I I applicant only 

I I applicant and inventor 

□ inventor only (Ifthischeck^ 
u marked do not fUl in below.) 



j Stole (that is, country) of residence 



I Further annlir>9nt« at.^A«. v . ^^^''^ ' 



U '-■^--PP"canuand /or(funhcr)inven.ors,.indic a,«,r^^^^ 
"^"^ PCT/R Oi.UI(u.nuna...onshect)(Julyl99g:reprin.Ja«»aor2000 T 



See Notes to the request form 



Box No.V 



DESIGNATION Oi 



SheclNo. ..3. 



The following designations are hereby made under Rule 4.9(a) (mark ihe applicable check^bms: at least one must be marked): 
Regional Patent 

^tocol Mid SS^ Uganda, ZW Zimbabwe, and any other State which is a Contracting State of the Haiar^ 

* RllR^Slia^?^^ ^i' KG Kyrgyzstan, K2 Kazakhstan, MD Republic of Moldova, 

ConvSKiSrftte^ 
B EP European Patent: 

DK Denmark. ES 



^ ^ Sn^ n SShlnd^^Fl^lfc rn u'. !rl-'*'!?^'?JL*i!I^ Liechtenstein. CY Cypnis. DE Gennany. 
r/Xt^ "^JS^^rP?"*! rtniand* rK France. GB United Kingdom, CR Greece. IE Ireland IT Italv LU Luynnhniira 




B OA 



specif on dotted line) 
National Patent fi/other kind t^protection or treatment desired spee^ on dotted lirte): 
B AE United Arab Emirates 

BAL Albania 

B AM Armenia 

B AT Austria 

Australia 

Azerbaijan 

Bosnia and Herzegovina ^ 

^^^^^ B MC Madagascar 

Bra^I"* 1" ' r : • ^ former Yugoslav , Republic of Macedonia 

BmN Mongolia 

B MW Malawi 



B AU 
B AZ 
B BA 
B BB 
B BG 
B BR 
B BY 

B CA Canada 

B CH and LI Switzerland and Liechtenstein 

BCN China 

B CR Costa Rica 

BCU Cuba 

B CZ Czech Republic 

B DE Gennany 

B DK Denmark 
B.DM Dominica 

B EE Estonia 

Spain 

Finland 

United Kingdom 
Grenada 

Georgia 



B LR 
B LS 
B LT 
B LU 
B LV 
B MA 
MD 



Liberia 

Lesotho 

Lithuania 

Luxembourg 

Latvia 

Morocco 

Republic of Moldova 



B ES 
B Fl 

Bgb 

B GD 
B GE 
B GH 

Bgm 
Bhr 

IHU 

B id: 

B nl 

Bin 
Bis 
B JP 
Bke 

I KG 

Bkp 

B KR 

Bkz 
Blc 
Blk 



B MX 

B NO 

B NZ 

B PL 

B PT 

B RO 

B RU 

B SD 
B SE 

B SG 

B Si 

B sk 

B SL 
B TJ 

Ghana g 



Gambia 
Croatia . 
Hungary 
Indonesia 



1; It. 



Israel 

India 

Iceland 

Japan 

Kenya 

Kyrgyzstan 

Democratic People's Republic of Korea 



B TR 
B TT 
B TZ 
B IJA 
B UG 
B US 

B uz 

B VN 
B YU 
B ZA 

zw 



Mexico 

Norway 

New Zealand 

Poland 

Portugal 

Romania 

Russian Federation 
Sudan 
Sweden 
Singapore 

Slovenia 

Slovakia 

Siena Leone 

Tajikistan 

Turkmenistan 

Turkey 

Tnnidad and Tobago ^ 
United Rq>ublic of Taiizariia 
Ukrainie^'.- :.. *•... 1-. \ C 

Uganda , 

United States of America 



Uzbekistan . 
Viet Nam . . 
Yugoslavia . 
South Africa 
Zimbabwe . . 



Republic of Korea Check-boxes reserved for designating States which have 

Kazakhstan become party to the PCT after issuance of this sheet: 

Saint Lucia Q 

Sri Lanka □ 



Form PCT/RO/IOl (second sheet) (January 2000) 



See Notes to the request form 



Box No, Vi PRIORITY C 



Filing date 
ofearlier application 
(day/month/year) 

itcfn(l)~ 

1(25/06/99) 
125 JUN 1QQ0 



item (2) 



item (3) 



Number 
ofearlier application 



101243S 



Shcei No 4. 

□ Further priority^ 



ims are indicated in the Supplemgntal Rc.v 



national application: 
countfy 



NL 



Where earlier application is 



regional application: 
regional Office 



international application: 
receiving Office 



Iisa/ep 



B„N,.V„, CHECK usT:LANC.,.c..».LL'^''^" ^^^^ SN 33791 NT. 



----- 

NL 



This international application contains 
the following number of sheets 

I request 

description (excluding 
sequence listing pan) 

claims 

abstract 

drawings 



sequence listing part 
of description 



% 

H 
t 

3 



I Total number of sheeto : X%. 



Figure of the drawings which 
should accompany the abstract: 



This international application is .ecompanied by the i,em(s) marked below 

I - ja fee calculation sheet 

2. O separate signed power of anomey 

3. (2 copy of general power of atlomey: reference number, if any: 

4. □ statement explaining lack of signature 

5. m priority document(s) identified in Box No. VI as item(s): ^ fr^w^C 

6. □ inmslationofintemational application into (language) 

I n -'-organisn, or other biological material 

8. □ nucleotide and/or am.no acid sequence listing in computer readable forn, 
9^^pther (specify). (^mrrh rcuuiLn 



Language of Hling of the 
intciTiational application: 



KLEIN, Bart 



1 Date of actual receipt of the puiported 
mtemational application: 



For receiving Office use only 

1 9 m 2000 (1 9. 06. 00 ) 



i^KJL}\ 

5. International Searching Authority . , 
(If two or more are competent): ISA/ 



pate of receipt of the record copy 
oy the International Bureau: 



□ Transmittal of search copy delayed 
until search f ee is paid. ""^'^^'^^ 

For International Bureau use only 



r om PCT/RO/IOl (last sheet) (July ,998; reprmt Januao. 2000)' 



Vo/e^ lo tne request form 



Sheet No. 



Sapplcmental Box If UuSu^Kiual Box is not used, ihisshtmt shmiU no, be included in the request 



ihgspace was imijjieient, in panicular: ^'^'^ to ihe captions o/theBm in which 



fas ihe ease mm be), indicate ihem^OuaZlie^Xn/L^X^ "J^! f Contut^otion of Boxes No. Hand No. Ill" 
applitable. ^F0!E^ian. £^^^1^^^^:^^ 



(Hi) 



"* "-^^^l/^^^ffiS^^^ >««./c/a^«. •; or -ce^ipcatecf addition. " 

tn^": insuckcase. ^te^Continu^on^&N^^^LS^^^ 'cJnUnuadort. 
eoeb such State for OAPIJ. the nwnbet ^Ompwraiith ^^o^^ *>/ 
ef the parent application: m«^pareru aite or parent aptdtcaiion ami the dale ef grant <f the parent iMe or filing 



(vi) 



,lfr^l?^J^';55Sr/S^^^ i^suchcose. 

^ • ' «i«i.iwf«if earner apptjcafion the same type of information as required in Box No. VI;' 



e; write "Cotttinuation of , 



ttt"^^'^S?:SS;aE^^ -ContinuationofBoxNo. yi' specif. , He 
''-''-o'ection^industrialPr^^ane^^^tP^S^r^^^ 

name or two-leiur code t/eaeh Sim si CMCbuledL^^^ the 

'dJ£S:;^^:::^,li^^^ 

ofnoveliy- and fuKush that stateitemMm^^^ -o-^Jit^cial disclosures or OM^^io^k 



r*» /X 



DE BOER 
Marten 



Form PCT/RO/IOI (supplemental sheet) (January 2000r 



5ee Notes to the request form 



Sheet No. 



Supplemental Box If the Suppiementai Box is noi used, this sheet should not be inehided in the request. 



'Continuation of Box No. ... 
ordingto the captions of the Box in which 



I: Jf '^onyof the Boxes, the space is insuffideni to furnish all the information: in such case, write 
I matcate the number of the Box] and furnish the information in tPte same manner as required according to 
the space was insufficient, in particular: * 

(ij iftwrethanfwopmoMa^i^^^ "continuation sheet" is avaiiabie: insuchease write 

Continuation oYBoxNo 11 and mdicate for each additional person the same type of information as required in BaiJN^iiiThe 
countryoftheaJdress indicated tn this Box is the applicant sState (that is. country/ o/residenee ifnoState ofresidente itindUcated 



(ii) 



(Hi) 



below; 

if.inBoxNo, II or in any of the suborns o/Box No III. the indication ''the States indicated in the Suppiementai Box'' is checked- 
insuchease. wnte Continuation of Box Na ii' or ^Continuation of Box No, Hi ' or "Continuation of Boxes Na ii atid Naili'' 
fas the c^^'ljoybej.i^^^ the name of the applicantfs) involved and. next to (each) such name, the State fs) fandfor. where 
applicable. AiUPO. Eurasuin. European or OA fl patent) for the purposes of which the named person iT^piiiamr 

loses 

j-^m««icaiofi o/S« fjo. iJi or Continuation of Boxes No. ii and No. Hi" fas the case may be), indicate the name of the 

fv) ifMBoiNoV. thMwmeofanfSMtt(orOAPI}iscaxompani^^ " patent of admon. " or "cerHttcate of addition " 
Sv*/^«^ 5i«^2teS ^" tfthepantu title or parent appU^ation and the date o/grant qflhepa!iX^fi^ 



^"'^ 'iJ^N^n- J^'l!X^^Z!.i^^^ '^^.'VPticatio^ whosepriorily « clai^ted: insuch ease. M>rite "Continuation of 
' BoxNo-.U, /utd-Mdicatefar each additional earlier ofVflieation lite same t}^ of inform ^ 



' * L'ZS^^fiJ: tVPtiatOon is OHARtPOappUcation: in such ease, write •Continuation of Box No. Vf. speciA' the 

TST^Lf.'f" irem caiT«Mow&w to that eartterapplUatian and indicate at least one country parly toihe Paris Coi^iZnJ^ 
tl»ProteetionofindustnalProperlyoroneAfemberoftheHr„rldTradeOrgani2ationforwh,7hi^^ 

L 'J^':;;!''l^9'^^^^ K the<vplleantwishestoexchuieanyStaiefs}Jrom 

'J^t^^Tt^lfa^rl^SS^^ef^iSr^ 

LJ^t^,2Ki'S^^;S2SiS-7i2^^ /Ae Aene/Ite of provisions of the national law concerning non^Jutadat 

^'"'''^'"^'''''''''ningnon.prejudicialdisclosuresorexceptionstolack 




KLEINHUIS 
Geert ' 



Form PCT/RO/IOI (suppiementai sheet) (Januaiy 2000) 



See Notes to the request form 



WENT COOPERATION TREATY 

PCT 



INTERNATIONAL SEARCH REPORT 

(PCT Articie 18 and Rules 43 and 44) 



Applicants or agenf s file reference 
402566W0 


POR FURTHER Notification of Transmittal of International Search Report 

(Form PCT/lSA/220) as well as, where applicable, Item 5 below. 

ACTION 


International application No. 

PCT/EP 00/05642 


International filing date (day/month/year) 

19/06/2000 


(Earliest) Priority Date (day/month/year) 

25/06/1999 


Applicant 

KONINKLIJKE KPN N.V. 



This International Search Report has been prepared by this Intemational Searching Authority and is transmitted to the applicant 
according to Article 18. A copy is being transmitted to the Intemational Bureau. 

This Intemational Search Report consists of a total of 2 sheets. 

[X| It is also accompanied by a copy of each prior art document cited in this report. 



1. Basis of the report 

a. With regard to the language, the intemational search was carried out on the basis of the international application in the 
language in which it was filed, unless otherwise indicated under this item. 

I I the international search was carried out on the basis of a translation of the intemational application furnished to this 
Authority (Rule 23. 1 (b)). 

b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search 
was carried out on the basis of the sequence listing : 

I I contained in the intemational application in written form. 

filed together with the international application in computer readable form, 
furnished subsequently to this Authority in written form, 
furnished subsequently to this Authority in computer readble form. 



□ 
□ 
□ 
□ 



2. 
3. 



□ 

□ 
□ 



the statement that the subsequently furnished written sequence listing does not go beyond the disclosure in the 
international application as filed has been furnished. 

the statement that the information recorded in computer readable form is identical to the written sequence listing has been 
furnished 

Certain claims were found unsearchable (See Box 1). 
Unity of Invention Is lacking (see Box II). 



4. With regard to the title, 

fX] the text is approved as submitted by the applicant. 

I I the text has been established by this Authority to read as follows: 



With regard to the abstract, 

[X] the text is approved as submitted by the applicant. 

□ the text has been established, according to Rule 3d.2(b), by this Authority as it appears in Box III. The applicant may, 
within one month from the date of mailing of this international search report, submit comments to this Authority. 

The figure of the drawings to be published with the abstract is Figure No. \ 



|X| as suggested by the applicant. None of the figures. 

I I because the applicant failed to suggest a figure. 

I I because this figure better characterizes the invention. 



Form PCT/lSAi^10 (first sheet) (July 1998) 



INTERHIONAL SEARCH REPORT 



int^^^^nal Appllcatlen No 

P^EP 00/05642 



A. CLASSIRCAT10N OF^SUBJECT MATTER , 

IPC 7 H04L9/32 H04L9/30 



According to IntemationaJ Patent Classification (IPC) or to both national dassificatioo and (PC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 

IPC 7 H04L 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 



Electronic data base consulted during the international searx^h (name of data base and. where practical, search terms used) 

EPO-Internal , INSPEC, WPI Data, PAJ 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category " Citation of document, with Indication, where appropriate, of the relevant passages 



Relevant to daim No. 



EP 0 892 521 A (HEWLETT PACKARD CO) 
20 January 1999 (1999-01-20) 
figures 3,5C 
column 13, line 17 - line 24 
column 14, line 8 - line 12 
column 20, line 34 - line 45 

DENNING D E ET AL: "A taxonomy for key 
escrow encryption systems" 
COMMUNICATIONS OF THE ACM, MARCH 1996, 
ACM, USA, 

vol. 39, no. 3, pages 34-40, XP000676295 

ISSN: 0001-0782 

page 39 -page 40; table 1 

EP 0 422 757 A (FISCHER ADDISON M) 

17 April 1991 (1991-04-17) 

column 3, line 58 -column 12, line 14 



1-9 



1-9 



□ 



Further documents are listed in the continuation of box C. 



Patent family members are listed in annex. 



" Special categories of cited documents : 

'A" document defining the general state of the art which is not 
considered to be of particular relevance 

"E* earlier document but published on or after the international 
filing date 

"L" document which may throw doubts on priority claim(s) or 
which is dted to establish the publication date of another 
citation or other special reason (as specified) 

"O" document referring to an oral disclosure, use. exhibition or 
other means 

"P" document published prior to the international filing date but 
later than the priority date daimed 



"T" later document putalished after the international filing date 
or priority date and not in conflict with the application but 
cited to understand the principle or theory underiying the 
invention 

*X' document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step when the document is taken alone 

"Y" document of particular relevance; the claimed invention 

cannot be considered to involve an inventive step when the 
document is combined with one or more other such docu- 
ments, such combination being obvious to a person skilled 
in the art. 

document member of the same patent family 



Date of the actual completion of the international search 



10 August 2000 



Date of mailing of the tntemational search report 



18/08/2000 



Name and mailing address of the ISA 

European Patent Office, P.B. 581 8 Patentlaan 2 
NL - 2280 HV Rijswijk 
Tel. (+31-70) 340-2040. Tx. 31 651 epo nl, 
Fax: (+31-70) 340-3016 



Authorized officer 



Zucka, G 



Form PCT/ISA^IO (second sheet) (July 1992) 



INTERlWlONAL SEARCH REPORT 

Infonnatlon on patent family members 



lnt( 



lal Application No 

PCT/EP 00/05642 



Patent document 


Publication 




Patent family 




Publication 


cited in search report 


date 




member(s) 




date 


LP 0892521 A 


20-01-1999 


JP 


11119650 


A 


OA Ail 1AAA 

30-04-1999 


EP 0422757 A 


17-04-1991 


US 


5001752 


* 
A 


1^ AO 1AA^ 

19-03-1991 






AT 


1 A A ^ ^ /\ 

144360 


T 


1 C 11 1 

15-11-1996 






All 

AU 


624299 


B 


Ail A^ 1 ArtO 

04-06-1992 






All 

AU 


5753190 


A 


1A Ail 1AA1 

18-04-1991 






CA 


2018770 


A 


13-04-1991 






DE 


69028894 


D 


21-11-1996 






DE 


69028894 


T 


03-04-1997 






JP 


3185551 


A 


13-08-1991 






US 


5136643 


A 


04-08-1992 



Form PCT/ISAA10 (patent tamay annex) (July 1992) 



PATEIsrr COOPERATION 7REA 



From the 

INTERNATIONAL PRELIMINARY EXAMINING AUTHORITY 



To: 

WUYTS, Koenraad Maria 
KONINKLIJKE KPN N.V. 
P.O. Box 95321 
2509 OH Den Haag 
PAYS-BAS 



PCT 



NOTIFICATION OF TRANSMITTAL OF 
THE INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 

(PCT Rule 71.1) 



Date of mailing 
(dayAnonUVyear) 



30.10.2001 



Applicant's or agenf s file reference 
402566WO 


IMPORTANT NOTIFICATION 


International application No. 
PCT/EPOO/05642 


International filing date (day/monUi/year) 
19/06/2000 


Priority date (day/month/year) 
25/06/1999 


Applicant 

KONINKLIJKE KPN N.V. 



1. The applicant is hereby notified that this International Preliminary Examining Authority transmits herewith the 
international preliminary examination report and its annexes, if any, established on the intemational application. 



'2. A copy of the report and its annexes, if any, is being transmitted to the International Bureau for communication 
to all the elected Offices. 



3. Where required by any of the elected Offices, the Intemational Bureau will prepare an English translation of the 
report (but not of any annexes) and will transmit such translation to those Offices. 



4. REMINDER 

The applicant must enter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices) (Article 
39(1)) (see also the reminder sent by the International Bureau with Form PGT/IB/301). 

• / ;.Where a.translatlon of the international application must be furnished to an elected Office, that translation must 
contain a translation of any annexes to the international preliminary examination report. It is the applicant's 
responsibility to prepare and furnish such translation directly to each elected Office concemed. 



For further details on the applicable time limits and requirements of the elected Offices, see Volume II of the 
PCT Applicant's Guide. 



Name and mailing address of the I PEA/ 



European Patent Office 
D-80298 Munich 

Tel. -149 89 2399 - 0 Tx: 523656 epmu d 
Fax: +49 89 2399 • 4465 



Authorized officer 
Barrio Baranano, A 

Tel.+49 89 2399-8621 




Form PCT/IPEA/416 (July 1992) 



WATENT COOPERATION TR 

PCT 




NOV 2001 



PCT 



INTERNATIONAL PRELIMINARY EXAMINATION REPORT 



(PCT Article 36 and Rule 70) 
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International application No. 
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PCT/EPOO/05642 
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25/06/1999 


International Patent Classification (IPC) or national classification and IPC 
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Applicant 
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1, This international preliminary examination report has been prepared by this International Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36. 

2. This REPORT consists of a total of 6 sheets. Including this cover sheet. 

□ This report is also accompanied by ANNEXES, i.e. sheets of the description, claims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority 
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of sheets. 



3. This report contains indications relating to the following items: 



II 


□ 


III 


□ 


IV 


□ 


V 




VI 


□ 


VII 




VIII 





Basis of the report 
Priority 

Non-establishment of opinion with regard to novelty, inventive step and industrial applicability 
Lack of unity of Invention 

Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations suporting such statement 

Certain documents cited 

Certain defects in the international application 

Certain observations on the international application 



Date of submission of the demsmd 



13/09/2000 



Date of completion of this report 



30.10.2001 



Name and mailing address of the international 
preliminary examining authority: 
European Patent Office 

D-80298 Munich 
Tel. +49 89 2399 - 0 Tx: 523656 epmu d 

Fax: +49 89 2399 - 4465 



Authorized officer 
Lebas. Y 

Telephone No. +49 89 2399 8980 
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INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 



International application No. PCT/E POO/05642 



1. Basis of the report 

1 . With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70, 17)): 
Description, pages: 

1 -8 as originally filed 

Claims, No.: 

1-9 as originally filed 

Drawings, sheets: 

1/3-3/3 as originally filed 

2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the intemational application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the intemational application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written fomri. 

□ filed together with the intemational application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ fumished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 

□ the description, pages: 

□ the claims, Nos.: 
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□ the drawings, sheets: 

5. □ This report has been established as if (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 



6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, Inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 2-9 

No: Claims 1 

Inventive step (IS) Yes: Claims 

No: Claims 1-9 

Industrial applicability (lA) Yes: Claims 1 -9 

No: Claims 



2. Citations and explanations 
see separate sheet 

VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 

Viii. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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Cited Document: 

D1 : EP-A-0 892 521 (HEWLETT PACKARD CO) 20 January 1 999 (1 999-01 -20) 
Re Item V 

Reasoned statement under Article 35(2) with regard to novelty, inventive step or 
industrial applicability; citations and explanations supporting such statement 

la. The subject-matter of independent claim 1 is not novel (Art 33(2) PCT). All the 
technical features of claim 1 are indeed already disclosed in D1: 

System for protectedly storing and managing, in a TTP server, copies of digital 
files which are transmitted, by way of a transmission channel, from a first to a 
second user (see scenario 3 in column 17, lines 26-30), characterised in that: 

-a file (Txt) is transmitted from the first user (A) to a second user (B) after having 
been enciphered with a symmetrical session key (SesKey) (see column 6, lines 
13-21 for the use of symmetric key and public key), which session key is 
enciphered using the public key (PubKeyB) of a first asymmetrical pair of keys 
(KeyPairB) associated with the second user, which second user, after having 
received it, may decipher the session key using the private key (SecKeyB) of said 
first asymmetrical pair of keys (KeyPairB) and subsequently may decipher the file 
using the session key deciphered in this manner (scenario 3 in column 17, lines 
26-30; the use of symmetric keys is mentioned in column 17, lines 41-53), 

the session key (SesKey) also being enciphered by the first user (A) using the 
public key (PubKeyTTP) of a second asymmetrical pair of keys (KeyPairTTP) 
associated with the TTP server, which TTP server, after having received it 
(scenario 3 in column 17, lines 26-30; see also column 18, lines 31-38), 
deciphers said session key using the private key (SecKeyTTP) from said second 
asymmetrical pair of keys (KeyPairTTP) (see D1, column 18. lines 32-38) 

whereafter the TTP server enciphers the deciphered session key (SesKey) using 
the public key of a third asymmetrical pair of keys (StorKeyPair) (see column 14, 
line 58 to column 15, line 10), hereinafter to be referred to as public storage key 
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(PubStorKey), and stores the session key ((SesKey) PubStorKey) enciphered with 
said storage key, together with the file ((Txt) SesKey) enciphered with the session 
key (SesKey), in a storage medium (DB) (see column 13, lines 17-19 and lines 
29-41), 

1b. If novelty would have been disputed based on some minor difference of 

interpretation, it is pointed out that the subject-matter of claim 1 would in any case 
not involve an inventive step (Article 33(3) PCX) having regard to the disclosure of 
D1 , especially as this document discloses the same object and the same type of 
solution as the present application. 

2. The additional features of dependent claims 2-9 add nothing of inventive 

significance to claim 1 , being either features rendered obvious by document D1 , 
or features readily apparent to a skilled person based on his common general 
knowledge of the art (Article 33(1 )-(3) PCT). 

In particular, the following passages in D1 render obvious the additional features 
of the following claims: 

- claims 2, 5: see D1, column 14, line 49 to column 15, line 10. 

- claims 4, 6 and 7: see D1 column 7, line 49 to column 8, line 26. 

- claims 8, 9: see D1, column 17, lines 1-10. 

Re item VII 

Certain defects in the international application 

1 . The independent claims are not in the two-part form required by Rule 6.3(b) PCT, 
with a preamble based on D1. 

2. Contrary to the requirements of Rule 5.1 (a)(ii) PCT, the relevant background art 
disclosed in the document D1 is not mentioned in the description, nor is this 
document identified therein. 

3. The description is not in conformity with the claims as required by Rule 5.1 (a)(iii) 
PCT. 



Form PCT/Separate SheeV409 (Sheet 2) (EPO-Apri! 1997) 



INTERNATIONAL PRELIMINARY International application No. PCT/EPOO/05642 

EXAMINATION REPORT - SEPARATE SHEET 



Re Item VIII 

Certain observations on the international application 

1, The abbreviation "TTP" used in claims 1-9 has no well-recognised meaning in the 
field of infoimation processing and leaves the reader in doubt as to the meaning 
of the technical features to which it refers, thereby rendering the definition of the 
subject-matter of said claims unclear (Article 6 PCT). 

"A TTP server" in claim 1 , line 1 , should have been replaced by "a Trusted Third 
Party, TTP, server" in order to introduce the abbreviation. 
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KONINKLIJKE KPN N.V. 
P.O. Box 95321 
NL-2509 CH Den Haag 
PAYS-BAS 


NOTIFICATION OF RECEIPT 
^ PJFU^'^ND BY COMPETENT INTERNATIONAL 
rKt^LiMINAKY EXAMINING AUTHORITY 

(PCT Rules 59.3(e) and 61.1(b), first sentence 
and Adnunistrative Instructions, Section 601(a)) 


Date of mailing ^ ^ 
(day/monthlyear) 2 J. tO. 00 


402566W0 


IMPORTANT NOTIFICATION 



PCT/ EP 00/ 05642 



19/06/2000 



Priority date ( day /month /year) 
25/06/1999 



Applicant 

KONINKLIJKE KPN N.V: 



13/09/2000 



This date of receipt is: 

0 the actual date of receipt of the demand by this Authority (Rule 61.1(b)). 
□ the actual date of receipt of the demand on behalf of this Authority (Rule 59.3(e)). 



□ 



[J.- F'-ty date. ConsequenUy, the 
months from the priority date (or lLlr7n son^OfnJ^s) (^u"!*^?!^ P*"^^ ""'i' 



□ (VappUcable} This notificaUon corfirms the informaUon given by telephone, facsimile transmission or in person 



Only where paragraph 3 applies, a copy of this notificaUon has been sent to the International Bureau. 

Name and mailing address of the I PEA/ 




■ European Patent Office 
/llll I^-S029S Munich 
..Wn Tel. ( + 49-89) 2399-0, Tx: S236S6 epmu d 
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The demand must be filed directly with the competent IntemationaJ Preliminary Examining Audtarity or, if two or mare Audiarities are competent, 
with die one chosen by die €q>plicanL The fidl name or two4etter code of dtat Authority may be indicated by the applicant on the Une below: 

IPEA/EP 



PCX 

DEMAND 

under Aitide 3 1 of the Patent Cooperation Treaty: 
The undersigned requests that the international application specified below be the subject of 
international preliminary examination according to the Patent Cooperation Treaty and 
here^ elects all eligible States (except where otherwise indicated). 



CHAPTER II 



Identification of IPEA 


Date of receipt of DEMAND 


Box No. I IDENTinCATION Of THE INTERNATIONAL APPLICATION 


Applicant's or agent's file reference 
402566WO 


International application No. 
PCT/EP 00/05642 


International filing date (day/month/year) 
19/06/2000 


(Earliest) Priority date (day/month/year) 
25/06/1999 


Title of invention 

Systenn for protected storage and management in a TTP server. 


Box No. n APPLICANT(S) 


Name and address: €Rcamfy name folkrwed by given name: far a legal entity, fiiQ o^cUd de^gfutSan. 
The address must indude postal code and name cf country.) 

Koninklljke KPN N.V. 
Stationspletn 7 
9726 AE Groningen 
The Netheriands 


TelephcMie No.: 

+31 70 3323678 


Facsimile No.: 

+31 70 3323840 


Teleprinter No.: 


state (dtat is, counlty) of nationality: 
NL 


State (that is, country) of residence: 
NL 


Name and address : (Family namefifHawed by given name: far a legal entity, full c^ddl desigpasm The address must indude postal code and name cf country.) 

DE BOER, Marten 
Egypte 2 

9285 WX BUITENPOST 
The Netherlands 


State (diot is, country) of nationality: 


State (that is, country) of residence: 
NL 


Name and address: (Famify name foUawed by given name: faralegdl entity, fidl cffidal desig/natum. The address must indude po^ code and name of country.) 

KLEINHUIS. Geert 
Mindertfaen 1 
9264 TX EERNWOUDE 
The Netherlands 


state (dust is, country) of nationality: 
NL 


State (dial is, country) of residence: 
NL 


1 1 Further applicants are indicated on a continuation sheet. 
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International application No. 
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Box No. lU AGENT OR COMMON REPRESENTATIVE; OR ADDRESS FOR CORRESPONDENCE 



The following person is | x | agent | | common representative 

and I I has been appointed earlier and represents the applicant(s) also for international preliminary examination. 

I I is hereby appointed and any earlier appointment of (an) agent(sycommon representative is hereby revoked. 

I X I is hereby appointed, specifically for the procedure before the International Preliminary Examining Authority, in addition to 
the agent(s)/conimon representative appointed earlier. 



Name and address: ^amiiv name followed bv given name: for a legal entity, full ciffieial designation. 
The address must include postal code and name of country.) 



WUYTS. Koenraad Maria 
Koninklijke KPN N.V. 
P.O. Box 95321 
2509 CH THE HAGUE 
THe Nethertands 



Telephone No.: 

+31 70 3323678 



Facsimile No.: 

+31 70 3323840 



Teleprinter No.: 



□ Address for correspondence: Mark this check-box where no agent or common representative is/has been appointed and the 
space above is used instead to indicate a special addr ess to which correspondence should be sent. 



Box No. IV BASIS FOR INTERNATIONAL PRELIMINARY EXAMINATION 



Statement concerning amendments:* 

1 . The applicant wishes the international preliminary examination to start on the basis of: 
I y I the international application as originally filed 

the description I X I as originally filed 

I I as amended under Article 34 

the claims | X | as originally filed 

I I as amended under Article 19 (together with any accompanying statement) 
1 I as amended under Article 34 

the drawings I ^ | as originally filed 

I I as amended under Article 34 

2. I I The applicant wishes any amendment to the claims under Article 19 to be considered as reversed. 

3. I [ The applicant wishes the start of the international preliminary examination to be postponed until the expiration of 20 months 

from the priority date unless the International Preliminary Examining Authority receives a copy of any amendments made 
under Article 19 or a notice from the applicant that he does not wish to make such amendments (Rule 69. 1(d)). (This check' 
box may be marked only where the time limit under Article 19 has not yet expired,) 

* Where no check-box is marked, international preliminary examination will start on the basis of the international application 
as originally filed or, where a copy of amendments to the claims under Article 1 9 and/oi* ainendments of the international application 
^ under Article 34 are received by the International Preliminary Examining Authority before it has begun to draw up a written opinion 
^ or the Internationa] preliminary examination report, as so amended. 



Language for the purposes of international preliminary examination: .^flQU.^h 

^ which is the language in which the international application was filed. 

I which is the language of a translation furnished for the purposes of international search. 
I which is the language of publication of the international application. 
~| which is the language of the translation (to be) furnished for the purposes of international preliminary examination. 



BoxNaV ELECTION OF STATES 



The applicant hereby elects all eligible States (that is, all States which have been designated and which are bound by Chapter U of 
OtePCT) 

excluding the following States which the applicant wishes not to elect: 
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Box No. VI CHECKLIST 



The dcniand is accompanied by the following elements, in the language refcned to in 
Box No. IV, for the purposes of international preliminary examination: 



1 . translation of international application 

2. amendments under Article 34 

3. copy (or, where required, translation) of 
amendments under Article 19 

4. copy (or, where required, translation) of 
statement under Article 19 

5. letter 

6. other (specify) 



sheets 
sheets 

sheets 

sheets 
sheets 
sheets 



For International Preliminary 
Examining Authority use only 



received 

□ 
□ 

□ 

□ 
□ 
□ 



not received 

□ 
□ 

□ 

□ 
□ 
□ 



The demand is also accompanied by the itcm(8) marked below: 

1. I X I fee calculation sheet 

2- I [ separate signed power of attorney 

3 . I copy of general power of attorney; 
reference numbo', if any: 



4. j I statement explaining lack of signature 

5. I i nucleotide and 

computer reada 

6. [ I tiOxas (specify)'. 



5. I i nucleotide and or amino acid sequence listing in 
^ computer readable form 



BoxNo. Vn SIGNATURE OF APPLICANT, AGENT OR COMMON REPRESENTATIVE 



Next to each signatare, inSofOe 




person jig/Sng and Ihe cigxicity in y^Aath &m pen^ fwii cbviousjram reading Ae demand^. 



For International Preliminary Examining Authority use only < 



1. Date ofactiial receipt of DEMAND: 



2. Adjusted date of receipt of demand due 

toCORRECnONS under Rule 60.1(b): 



^ |~i The date of receipt of the demand is AFTER the expiration of 1 9 months 
I — I from the priority date and item 4 or 5, below, does not apply. 



□ 



The applicant has been 
informed accordingly. 



□ The date of receipt of the demand is WITHIN the period of 19 months from the priority date as extended by virtue of 
Rule 80.5. 



5 I I Although the date of receipt of the demand is after the expiration of 1 9 months fiom the priority date, the delay in arrival 
I — I is EXCUSED pursuant to Rule 82. 



For International Bureau use only 



Demand received from IPEA on: 
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CHAPTER II 



FEE CALCULATION SHEET 
Annex to the Demand for international preliminary examination 

— For International Preliminary Examining Authority use only 



International 
application No. 


PCT/EP 00/05642 


Applicant's or agent's 
file reference 


402566WO 



Date stamp of the IPEA 



Applicant 



Koninklijke KPN N.V. 



Calculation of prescribed fees 



1 . Prcliminaiy examination fee 

2. Handling fee (Applicants from certain States are 
entitled to a reduction of 75% of the handling fee. 
Where the applicant is (or all applicants are) so en* 
titled, the amount to he entered at H is 25y& of die 
handlingfeej 

3. Total of prescribed fees 

Add the amounts entered at P and H 

and enter total in the TOTAL box 



I EUR 1533 rn 



EUR 147 



H 



EUR 1680 



TOTAL 



Mode of Payment 






r^y] authorization to charge deposit 
1^ 1 account with the IPEA (see below) 


□ 


cash 


1 1 cheque 


□ 


revenue stamps 


1 1 postal money order 


□ 


coupons 


1 1 bank draft 


□ 


other (speciJif): 



Deposit Acconnt Authorization (ihis mode of payment may not he avaihhle at all JPEAs) 

The IPEA/ EP |y[ is heieby authorized to charge the total fees indicated above to my deposit account. 

□ (this check-box may be marked only if the conditions for deposit accounts of the IPEA so permit) is hereby 
authorized to charge any deficiency or credit any overpayment in the total fees-indicated above to 
my deposit account. ^"^^ ^ 



28090011 



Deposit Account Number 



9 September 2000 



Date (day/month^ear) 




S, Koenraad Maria 
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